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(54) COPY PROTECTION USING A PREFORMED ID AND A UNIQUE ID ON A 
PROGRAMMABLE CD-ROM 

(57)Ab£tract: 

PROBLEM TO BE SOLVED: To provide a method for making copy protection that 
cannot be subverted by a bit-for-bit copying scheme on standard CD-writers. 
SOLUTION: This invention provides a copy-protected optical diskincluding a pre- 
formed IDwhich is impressed upon the optical disk during optical disk 
manufacturea unique ID which was written on the optical disk after it is 
manufacturedand an encrypted program written onto the optical disk wherein the 
encryption of such program is based upon the performed ID and the unique ID. 



CLAIMS 



[Claim(s)] 

[Claim 1]ID which is the optical disk by which the copy protection was carried 
outand was described during manufacture of :a optical disk at an optical disk and 
which vt^as formed beforehand; 



b) An enciphered program which was written in on peculiar ID; written in said 

optical disk after manufactureand the c aforementioned optical disk; 

An optical diskwherein it changes more and encryption of the program is 

performed based on said ID formed beforehand and said peculiar ID. 

[Claim 2'lit is how to carry out the copy protection of the information recorded on 

an optical disk — :a — step; which forms a master disc containing ID formed 

beforehand 

b) A step which forms two or more optical disks which have the same ID as said 
master disc formed beforehand; 

c) A step which writes in a program enciphered by step; and the d aforementioned 
optical disk which write in an identification number peculiar to an optical disk; 

A methodwherein it changes more and encryption of the program is performed 
based on said ID formed beforehand and said peculiar ID. 

[Claim 3]it is how to perform a copy protection using programmable CD-ROM and 
an encryption release program — :a — step; which reads ID and peculiar ID of 
programmable CD-ROM which were formed beforehand 

b) A step which combines said ID formed beforehand and peculiar IDand creates a 
code release key; 

c) A step of which encryption of a file in which the original execution is possible is 
canceled using said code release key; 

d) step; which permits storing in a RAM memory of a computer a thing in which 
the original execution is possibleand performing itand e — step; which deletes a 
thing in which said original execution is possible from a memory of said computer 
at the time of execution completion of a thing in which said execution is possible 
How changing more. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the copy protection to the 
information recorded on the disk recorded a compact disc and optically [ others ]. 
[0002] 

[Description of the Prior Art]The consumer-buying layer of the optical disk 
containing an audioan imagesoftwareor data produced billions of dol commercial 
scene. It spread that the appearance of the optical recording medium of a low 
price and driver which can be set copied the contents without authority in recent 
years. In order to cope with thisthe various copy protection techniques were 
developed. Howevera certain thing of these techniques uses the feature of a 
digital data streamand this may be copied by the recorder of an elaborate low 
price using the copy (bit-for-bit copy) about a bit. There are some to which the 
feature of an optical disk is otherwise changed so that both writing and reading 
may be made difficult. There are some which use network connection or the-like 



secondai-y "key" (key) disk techniqueand do not permit the independent 
protection (stand-alone). 

[0003]Horstmann (U. S.6044469) indicates the protection-of^software mechanism 
using a protector moduleand this reads a license file and it performs the rule 
based on the license which purchased. This is protection to the portion of the 
software with which protect the software in a logical level and the right is not 
accepted to be in particular. If this system is included by the compact discthe 
regenereition of that disk using standard CD writer will make just the copy about all 
the existing accesses. 

[0004]The method of using the identification region in the compact disc which 
stores data is indicatedthis is compared with the data stored in other places of a 
diskand Asai et al (U. S.Re. 35839) checks a genuine thing. The protection will be 
broken by the copy about the simple bit about the disk although this protects the 
data in a logical level. 

[0005]DeMont (U. S.5982889) teaches the method of checking the user access to 
information products (information product) being genuine. The fault of this system 
is that tnat Shinsei check is performed via the central office. The user (or it is 
impossible) who does not wish to connect with a network cannot use this product. 
[0006]Hasebe and et al (U. S.5555304) indicate the system relevant to each one of 
users or the computer used. This limits use of the program in an independent 
computejr to a genuine userand restricts a user's mobility or upgrade of those 
equipme nt dramatically. Also in relation to use of the data stored in the field which 
this patent cannot re-write [ of a disk ] inthat technique with which the leaf 
(leaves) in which re-writing is impossible is formed opens the function which 
copies data (also including the portion "in which re-writing is impossible") to a 
new disk. 

[0007]A series of patents (U. S.5400 and 3195513 and 1695541 and 9045805 and 
549and 5930215) by Fite et alBy removing a reflecting layer from the small region 
of a disk selectively so that the code which can be specified may be generatedthe 
method of forming in an optical disk mechanically the serial numbered code which 
can be read is indicated. The fault over such a system is that a special device is 
neededin order to write in this special code. 

[0008]Kanamaru (U. S.5940505) teaches what the copy protection of the CD-ROM 
is carried out. Howeverin order to decode the information on a diskall the devices 
of an invention of Kanamaru are inclusion types of circuitor an additional computer 
board form takes auxiliary hardware to them. 

[0009]US5745568B by O'Connor et al. indicates the method and system which 
preserve the CD-ROM data recovered by specific computer systems. The field of 
an optical disk is enciphered using the hardware identifier as a cryptographic key. 
A hardv/are identifier relates to the selected computer hardware. The software 
program file included in CD-ROM is enciphered using the hardware identifier as a 
cryptographic key. The selected software program on CD-ROM is installed on the 
selected computer by decoding the software program file using the hardware 
identifier as a cryptographic key. 



[0010]US5805699B by Akiyama et al. proposes the software copy system which 
makes it possible to be a lawful technique and to make the works software 
recorded on the master storage copy to a user's target storage. A master storage 
(namelyCD-ROM) has a software identifierand a target storage has storage 
medium identifiers. These two identifiers were transmitted to the central officeand 
the central office has managed the license (contract) about the right for copying a 
software product. In the central officethe 1 st signature is generated from two 
identifiers and a computer user is returned. In a user's computerthe 2nd signature 
is generated from the two identifiers. Only within the case where two signatures 
are mutually in agreementa software program may be copied to a target storage 
from a master storage. 

[001 1]US4644493B by Chandra et al. indicates the method and device which 
restrict the open width of the soft exhaust air used with the magnetic media used 
by independent computer. The original software included in magnetic media cannot 
be copied functionally. The state continues until it is correctedwhen this executes 
the program stored in the co-processor which the unfair operation which makes 
some computers does not hear. 

[0012]US5740244B by Indeck et al.If the software product on magnetic media 
indicates the improvement by ordering first a computer and inserts the magnetic 
mediatho fingerprint of the specific portion of the product is identified and what 
was beforehand recorded about the fingerprint and its same fingerprint is 
compared. If the fingerprint is in agreementit will permit that a computer reads a 
software product furtherand execution of the application software stored there will 
be enabled. 

[0013]Many problems exist in relation to these techniques. It is that these many 
are defenseless to what is called a "hack" (hacks) to one. When how a certain 
user decodes or uses the application is distinguishedfor the kind of personi hear 
that it is dramatically easy for this to meanand it has spread the method of 
acquiring access to the application. There are some which solve this problem by 
using the specific application depending on the combination of specific hardware. 
The technique produces the problem about portability. If places differ even if it is a 
lawful userapplication on a computer cannot be used. The application cannot be 
started if a user changes the composition (configuration) of hardwarefor example 
by upgrade. 
[0014] 

[Problem(s) to be Solved by the Invention]Thereforean object of this invention is 
to provide the technique of performing the copy protection which is not broken by 
the copy technique about a bit by standard CD writer (howeverthis can be 
performed with standard CD master and light equipment.). 
[0015] 

[Means for Solving the Problem]ID which described an optical disk which solves 
this SUBJECTand by which the copy protection was carried out during 
manufacture of :a optical disk at an optical disk and which was formed beforehand; 
b) Enciphered program which was written in on peculiar ID; written in said optical 



disk after manufactureand the c aforementioned optical disk; 

Changin;? moreencryption of the program is an optical disk performed based on 

said ID formed beforehand and a peculiar identification number. 

[0016]This invention is made not to be restricted about also providing portability 

and a user attested using independent computer systemspreventing discovery by 

a general mentha herb. When software is used or installed unlike many 

conventional technologiesa centrally-managed right to give authority to contact 

does not need. 

[0017]Many duplicate techniques are eliminated by using both a key (ID formed 
beforehand) of a physical gestaltand a key (peculiar ID) of a logical gestalt. A 
duplicate (bit-for-bit duplication) about a simple bit is avoided. Becauseit is 
because ID formed beforehand is not copiedand this is coded by physical structure 
of a disk track. "Sharing" of software between a multiple user or two or more 
customers Is avoided. Even if software shared such is a case where both users are 
going to use a disk using ID formed beforehand (as a situation which will often 
arise)it s because it does not run without suitable peculiar ID. The record 
technique forms a file by which lock (lock) was carried out and which can be 
performed. 
[0018] 

[Embodiment of the Invention]With reference to drawing 1t he optical disk 10 by 
this invention by which the copy protection was carried out is shown. This is a 
programmable CD-ROM disc and contains both of the master field (mastered pre- 
recorded area) (ROM area) and the recordable field (RAM area) which were 
recorded beforehand. There is the hole 1 2 about the medial axis for carrying out 
the rotation finger of the disk 10. This specific programmable CD-ROM dischaving 
1st session (session)14 master-ized — ; — that isA master disc includes the 
software or data supplied in the 1st session 14and is formedand after thatvia 
direct or interim "father" and a "mother" disksince a seal is given to many copies 
of the disk 1 0it is used. The art which master-izes programmable CD-ROMIt is 
common in an application concernedis transferredand will apply as of September 
152000;[t is explained to American patent application serial number 09/No. 662561 
entitled "System for Making aPhotoresist Master of a HybridOptical Recording 
Disc" by Ha et al in detaillt is [ application concerned ] usable in the disclosure. 
[0019]Slot abnormal conditions (groove modulation) are selectively used for the 
compact disc containing programmable CD-ROM and which can be written in. The 
disk 10 has a continuous spiral track extended from the inner end of a substrate 
to an outside end. A spiral track is usually a slotprovides the disk 10 with a data 
channeland also provides the tracking (tracking) of the disk 10 in the midst of 
reading of data or writing. A slot has vibration of a direction vertical to the slotand 
is mentioned also as the slot (wobbled groove) or wobbling slot (wobble groove) so 
rocked. Data to an address and the arrangement to program in additionthe 
modulation factor of the programmable track of a CD-ROM optical recording disk 
or slotand a slotUsually according to the Orange Book part 2 specification 1 
(Orange Book Part II specification)it is provided. "The Orange Book part 2" is the 



specification released by Philips international BVand specifies the recordable key 
(key) characteristic and recording characteristic of a compact disc medium. 
[0020]The vibrational frequency of a slot is modulated using the signal known as 
absolute time (ATIP: Absolute Timein Pre-groove) in a pre groove. ATIP includes 
the information about the place of the track about the whole recording surface of 
the optical disk 10. According to Orange Book specificationan ATIP signal is a 
22.05-kHz FM signaland conveys data at the rate of 3150 bits per second. This 
data is specified as a 7542-bit/s frame. In a data areaeach frame comprises four 
sync bitsS bits expressing a part counts bits expressing a second countand 8 bits 
expressing a frame count. A parta secondand a frame count comprise two 4-bit 
binary-coded decimals (BCD). In the data area of the disk lOthe maximum about 
the arbitrary things of these values is 75and each most significant bit (MSB) is 
always 2:ero. And three of the most significant bits of a part counta second 
countand a frame count have the binary value of 000 as a whole. 14 bits of the 
last of each frame are provided as Cyclic Redundancy Check (CRC: cyclic 
redundancy check) error protection. 

[0021 ]In the disk introduction region (lead-in area) defined as a field of 46 mm in 
diamete^ thru/or the disk 10 between 50 mmthe value of MSB changes from 000. 
The frame the value 100 An electric power proofreading field (Power Calibration 
Area)It means that the time code about a program memory area or an introduction 
region (Lead-in Area) is includedand these [ all ] are provided in front of a program 
(it is recordable) field. Other MSB values are used in order to specify that a 
control code with the special ATIP frame is included. The optimal write-in electric 
power concerning [ these codes ] the disk 10 for examplelt is used in order to 
direct the starting position of the derivation field (Lead-Out Area) about the 
starting position or the disk 10 of a reference speeddisk application codesa disk 
format and subformand an introduction region. 

[0022]Ir the ROM area of a programmable CD-ROM optical diska slot is modulated 
further (depression) in the shape hollow corresponding to the disk which programs 
the disk 10 and data which carry out the address of the data. The format in which 
the information which is not an audio on CD is stored is known as a "Yellow Book" 
(Yellow Book) standard. 

[0023]this is recorded between master processes including identification number 
or ID22 in which the 1st session 14 (ROM area) of the disk 10 was formed 
beforehand — and — each — it is the ** digital signature sealed by the 
programmable CD-ROM disc. ID22 formed beforehand — the inside of an ATIP 
signal — or it is possible to provide in a diskand programmable CD-ROM and data 
signal. In a preferred embodimentit is provided in the ATIP signal in an introduction 
region using one or the specific control code beyond it. For examplethe optimal 
write-in electric power about disk application codesa disk formatand a diskOther 
special or additional information defined by a reference speedthe starting position 
of an introduction regionthe starting position of a derivation fieldor the Orange 
Book can be set as a disk manufacturer at a known special value. It is usable in 
order that these values may compute independent or ID22 code which combined 



and was formed beforehand. 

[0024]The disk 10 is written in using the optical disk art in which re-recording like 
CD-WO or a CD-RW writer is possible including the 2nd session 16. The disk 10 is 
possible also for the 3rd session being includedor a following written in session 
(written session) can also be further included. The disk 10 also includes the field 
20 in which a user's re-recording is possible. What is contained at the recorded 
session is a peculiar identification number or ID24and the enciphered package 
(executable) 30 that can be performedand ID24 is written in the 2nd known 
session [ in / absolutely / a sector address ] beyond one or it. 
[0025]With reference to drawing 2 one of the techniques of enciphering the 
excecutable program used by this invention is shown. The package which can be 
performed is written in the disk 10. This has the same name as the program 40 in 
which the original execution is possible in the disk 10 including the program 30 
which the enciphered package can execute [ six ]. The package 30 includes the 
wrapping (wrapping) software which runs first. This package also contains the 
subroutine 34 which inspects existence of hacking softwarewhen the program is 
running. The pleiomorphia section 36 which comprises dataa commandor both also 
exists. By being upsetalthough two or more courses led to the same result are 
provideda pleiomorphia code is constituted so that a course which is different 
when [ each ] a program is executed may be followed. A pleiomorphia code is used 
in order to make reverse engineering to the program much more difficult. The code 
release routine 38 is specified in order to use the data (ID22 formed especially 
beforehand and peculiar ID24) stored in programmable CD-ROMand it cancels 
encryption of the thing 40 which can be performed. 

[0026]With reference to drawing 3 a step required to encipher the program which a 
user can execute is shownand in order to encipher itthe characteristic of 
programmable CD-ROM is used. It is usable in this with various working example in 
this application described in detail by an application concerned. In Step 48CD- 
ROM by which the master was carried out to programmable CD-ROM or on a local 
hard drive or a distribution network and in which an enciphered program 
(mastered) is possible is read in the memory of a computer. The file which requires 
encryption and which can be performed is read into a memory in Step 50. In Step 
52the customer set as existence using the person or programmable CD-ROM 
which carries out open width of the software application puts the programmable 
CD-ROM disc by which the master was carried out on a CD-ROM writer. 
[0027]It starts by specifying the file as which a customer should be enciphered. 
These files may include only the program in which both of the program in which 
data and execution are possible or execution is possible. A customer inputs the 
information corresponding to ID22 and peculiar ID24 about the programmable CD- 
ROM disc in which the enciphered software should be written which were formed 
beforehand after that. If it is in other working examplethese values are read from 
programmable CD-ROM from the arbitrary places where they are recorded. In 
Step 62security software's acquisition of ID22 and peculiar ID24 which were 
formed beforehand will create a cryptographic key using both them. The 



enciphered program 63 uses the cryptographic key in Step 64and enciphers the 
file and security level table which can be performed. The file enciphered at Step 
64 is added to a trumpet (wrapper) program as a data file in Step 70 after that. A 
trumpet program is provided with the following. 

A subroutine required to read ID22 and peculiar ID24 of the disk 10 which is 
permitted by the specification in a security table which were formed beforehand. 
The subroutine which interrupts execution when it detects that a reverse 
engineering tool exists in the memory of the computer which the program is 
running and they are detected. 

The subroutine which starts encryption release and execution of a software 

application. 

In Step 72the package by which the lap was carried out and which can be 
performed Is written in a programmable CD-ROM disc in the session (16 or 18) 
which can be written in. 

[0028]The code creating method and an enciphering function are well-known in 
the technical field concerned. There is a suitable description for Applied 
CryptographyB.SchneierJohn Wiley and SonsInc.New Yorkand 1996 about thisand 
it is [ application concerned ] usable in these contents. :table 1 encryption mark 
sign which adopts the following transcription methods in this example the meaning 
P — program E encryption function B which should be enciphered — IDU formed 
beforehand — peculiar IDI — connected ID=BUX — enciphered program =E (PI) 
The arbitrary encryption functions with which it is satisfied of the following 
conditions about this invention are availableand it is suitable so that execution of 
calculation of :E (PI) is possibleNamelythe polynomial time algorithm about 
calculation of thing;E~^ (XI) with E computable in a polynomial time (polynomial 
time) is knownand suitable so that execution is possible.; the encryption function E 
(and E"^ equivalent to the decipherment), the probability which forms program P' 
(P -E"^ {E (PI)I}) which is not good through using-strange good key I provided in 
case of the calculation;and encryption / code release process is dramatically small 
— it comes out. 

[0029]:1. which is as follows [ step / of encryption ] — ; which acquires ID B and 
peculiar ID U which were formed beforehand 

2.2 ID is connected (I=BU) and it asks for encryption/encryption release key I.; 
3. ID connected by encryption algorithm E is usedand calculates enciphered 
program X=E (PI).; 

:1. which is as follows [ step / of encryption release ] — ; which acquires ID B and 
peculiar ID B which were formed beforehand 

2.2 ID is connected (I=BU) and it asks for encryption/encryption release key I.; 
3. ID connected by encryption release algorithm E"^ is usedand calculate the 
original program P=E'' (XI).; 

With reference to drawing 4t he block diagram about the 1st working example of 
this invention is shown. The master of the programmable CD-ROM disc is carried 
out using the master art of the well-known about a master compact disc (Step 80). 
There are above-mentioned American patent application serial numbers 



09/662561 transferred in comnnon concerning this point. Although programmable 
CD-ROM contains the 1st session 14it is also possible to add to it and for other 
master sessions to be included. What is contained in a master disc is ID22 formed 
beforehand. In Step 82a programmable CD-ROM disc is manufactured with the 
standard stamp (stamp) technique using a master disc after that. At this timemany 
same programmable CD-ROM discs exist. 

[0030]The disk 10 is written in after that using each one of identifiers. Peculiar 
ID24 is formed in Step 84. Peculiar ID24 can be considered as the number which is 
defined by the order of manufacture of the disk 10 and which was defined 
continuouslyandas for considering it as a completely random numberis also 
possibleor can also be chosen from the table of the number formed beforehand. In 
other suitable working examplethe number is further processed by an algorithmand 
the number (valid number) with the effective algorithm can generate a use number 
(actual number) as only the small portion of the number which can be taken within 
the limits is supported. In this casean effective number can be accepted by getting 
to know such a generation algorithmand can be created. It is also possible by 
providing an inspection algorithmfor exampleusing the technique of a well-known 
public keyprivate key encryptionand a signature in this caseto accept a number. In 
other working examplethe number is generated by hardware body identification and 
related with a specific computer. (About this pointthere are O'Connor et al. and 
U.S. 5745568for example and it is usable also in an application concerned.) others 
— in working example. Peculiar ID24 is related with specific application and the 
peculiar identification number same for this reason is used on two or more disks 
10. Peculiar ID24 is used in order to create the file image used as a written in 
session it is [ a file image / ISO9660 ] compatible (Step 86). The known main 
channel data of this session concerning a sector address absolutely is corrected 
using peculiar ID24 (Step 88)and is written inwithout being pressurized by the disk 
10 as the 2nd session 16 in Step 90. This session can also be written in as a 
session after the 3rd or it. At this timeeach disk 10 includes an own identifier each 
oneand will become characteristic. 

[0031 ]A customer prepares the disk 10 in preparation for encryption. This stage is 
illustrated as Step 74 and comprises two or more steps performed by the security 
software explained in detail by drawing 3 . Peculiar ID24 is read in the known 
absolute sector address in the 2nd session 16 (Step 92). Encryption is illustrated 
as Step 76 and comprises many steps explained in detail by drawing 3 . Completion 
of encryption will write in the thing by which the lap was carried out to the 3rd 
session 18 on the disk 10 and which can be performed (Step 94). 
[0032]With reference to drawing 5t he block diagram of the 2nd working example of 
this invention is shownand peculiar ID24 and the enciphered thing 40 which can be 
performed are written in the same session. Although this contains some same 
steps as what was explained by drawing 4t he order differs. The master of the 
programmable CD-ROM disc is carried out about a master compact disc using 
well-known master art (Step 80). There are above-mentioned American patent 
application serial numbers 09/662561 transferred in common concerning this point 



Although programmable CD-ROM contains the 1st session 14it is also possible for 
the master session of further others to be included. What is contained in the disk 
10 is ID 22 formed beforehand. In Step 82a programmable CD-ROM disc is 
manufactured with the standard stamp technique using a master disc after that. At 
this timemany same programmable CD-ROM discs exist. 

[0033]A customer prepares the disk 10 in preparation for encryption. This stage is 
illustrated as Step 74 and comprises two or more steps performed by the security 
software explained in detail by drawing 3 . Peculiar ID24 is formed at Step 84. 
Peculiar ID24 can be considered as a completely random numberand choosing 
from the table of the number formed beforehand is also possible. Peculiar ID24 is 
used in order to create the file image used as a written in session it is [ a file 
image / ISO9660 ] compatible (Step 86). The known main channel data of this 
session concerning a sector address absolutely is corrected using peculiar ID24 
(Step 88). With ID22 which was read at Step 74 and which was formed 
beforehandit enciphers using peculiar ID24. Encryption is illustrated as Step 76 
and comprises many steps explained in detail by drawing 3 . Completion of 
encryption will write in the thing by which the lap was carried out to the 3rd 
session 18 on the disk 10 and which can be performed. 

[0034]With reference to drawing 6t he method for performing by the end user by 
this invention is shown. Firstan end user inserts the disk 10 in CD-ROMCD-Ror a 
CD-RW drive for the disk 10 (Step 100). The program which can be executed on 
the disk 10 begins to run automaticallyor is chosen (Step 102). A program uses the 
subroutine 34 for hacking (anti-hacking) firstThe kernel debugging software 
(kernel- debugging software) which may be used in order to smash hacking or the 
measure against a copy protection is inspected (Step 104). If such a program 
existsthe program will show a user an error message and will stop it automatically 
(Step 106). 

[0035]When such hacking software does not exist in an end user's systemin Step 
108an encryption release program reads drive ID. In Step llOan encryption release 
program publishes the command for reading ID22 formed beforehand from an ATIP 
signal to the drive. And in Step 116an encryption release program publishes the 
command for reading known ID24 [ absolutely peculiar from a sector address ] of 
the main data channel of the 2nd session (succession) to the drive. 
[0036]In Step 118an encryption release program connects peculiar ID24 read at 
Step 1 1 6and ID22 which were read from ATIP at Step 1 1 0 and which were formed 
beforehand. In Step 120the encryption of the software 32 by which the lap was 
carried out is canceledusing the connected result as an encryption release key. In 
Step 122it is judged whether the encryption release of a program is effective. It is 
possible to inspect whether it searches for the flag within the program by which 
some techniques of performing this existedfor exampleencryption release was 
carried outer a code peculiar to an operating system exists in the thing by which 
encryption release was carried out and which can be performed. If encryption 
release goes wrongan error message will be shown and the program and all the 
processes will be completed (Step 106). A success of encryption release will start 



the thing in which the original execution is possible (Step 124). 
[0037]An encryption release program remains in a background (Step 148)and a 
program is executed (Step 146)and it slips out (Step 150). If the original program 
falls out and comes outan encryption release program will clear the field of the 
hard drive which the program used a memory and at the beginning (Step 1 52)and 
will be completed (Step 154). 

[0038]With reference to drawing 7 it is shown how this invention protects from 
various jnjust trials. For examplean inaccurate person creates the copy of a just 
programmable CD-ROM discand although using permission is carried outcarrying 
out open width further from each one may include the software which is not 
accepted in it. It is possible to write in softwareusing a disk writer available at 
presentand to copy to a CD-R disk (Step 160). HoweverlD1 1 formed beforehand is 
contained in ATIP of the disk lOand this must have been copied. The CD-R disk 
inaccurate person has already owned ID22 which was enciphered by the ATIP 
signal and which was formed beforehandor does not own at all ID22 formed 
beforehand. In such a caseit setsand execution of the excecutable program 30 by 
a counterfeit disk forms ID which is not right and which was formed beforehand 
(Step 1 62)and fails in encryption release (Step 1 64). 

[0039]Although an inaccurate person has a programmable CD-ROM disc which has 
one or the program beyond it registered justlyother programs may be unfairly 
copied from other users' programmable CD-ROM disc (Step 1 66). When this 
distribution is what is depended on the same portionersauce and a target disk 
have the ID22 [ same ] formed beforehand. Howeverthe stolen program will be 
enciphered by the combination of peculiar ID of ID22 formed beforehand and 
distribution origin if it is justly registered by the distributing agency (originator). 
When it is going to run the program which the inaccurate person stoleencryption 
release is performed using ID in which the program was formed beforehandand an 
inaccurate person's peculiar ID (it differs from peculiar ID of a distributing agency) 
(Step 168). This procedure forms the key which is not right and fails in encryption 
at Step 164. 

[0040]When copying the above-mentioned program unfairly from a distributing 
agencythe inaccurate person recognized the importance of peculiar ID24 and the 
copy may also be formed (Step 170). Peculiar ID24 is written in the new portion of 
the disk 10 in the field which can write in a user (Step 172). Howeverit is expected 
that the encryption release program 30 will have the peculiar ID24 in a 
predetermined place in Step 116. Thereforean encryption release program tries 
code release of the program enciphered in Step 168 using peculiar ID of a 
distributing agency using unjust peculiar IDand fails in the encryption release (Step 
164). 

[0041]The inaccurate person might notice not only peculiar ID24 but the necessity 
of being located in a predetermined place. When the person copies software and 
peculiar ID24 in Step 1 70as peculiar ID of a distributing agency overwritten in 
peculiar ID24 already located on the disk lOhe can perform skillful control (Step 
1 74). Howevereven if it is the writing of one character to the disk lOit is not 



permitted that peculiar ID24 [ old ] is eliminated but it writes in new peculiar ID 
which cannot be used (Step 176). The further encryption release of the program in 
the disk 10 goes wrong (Step 164). 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1]Drawing 1 is a top view of the compact disc which has a copy 
protection by this invention. 

[Drawing 2]Drawing 2 is a schematic diagram of the software technique which 
enciphers application impossible [ a copy ]. 

[Drawing 3] Drawing 3 is a block diagram showing the step for forming the 
enciphered software. 

[Drawing 4] Drawing 4 is a block diagram showing an example of how CD is 
provided with a copy protection. 

[Drawing 5]Drawing 5 is a block diagram showing other examples of how CD is 
provided with a copy protection. 

[Drawing 6]Drawing 6 is a block diagram showing how a copy protection 
functionswhen CD is read. 

[Drawing 7] Drawing 7 is a block diagram showing how the copy protection 

indicated here prevents the method of trying to break it. 

[Description of Notations] 

10 Optical disk 

1 4 The I St session 

16 The 2nd session 

18 The 3rd session 

20 The field in which re-recording is possible 
22 ID formed beforehand 
24 Peculiar ID 
30 Package 
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(57) 

imS] !|||tp6<)^CD^'r^Tli~-> h^c^■r5□b^- 
«a«-r scire 




(2) 



1tBB2002-3 048 09 



TSoT : 

b) ii)tmiCBuiB3ti?!xVX'j7lcSSji$nfi:lllW<D I 

D : tsiilf 

c) iuKy£^x-f;^-5'±u:»*a«nf!:Bi^t*nfc:3f 
tifc I D33j:tfFiuiBiiwa> I D^cal•:5t^T^f tense.!: 

[iSiRJia] ypi?"5ApJ«6&CD-ROMfc<i:y=8i 
5:&>ST£oT : 

a) :^n-i^5AqItg&C D-ROM<D^46JBfiE5-nfcl 

b) Bu!E*»JK.«*nfc I DfiJ:tf@W<0 I D«IS^L 

Tlit^»l^+- Sf^fiET 5Xx -y ; 

c) iiIIBBg^)iS«+-«rfiJfflLT. S«[]©II?trI«I&7 

e) S3iB*^TRlie%t«D©II^T^7B#lc. BtflBriVtfa 

— $1©^ ^ 'J 6^6ti^lBSlD©*^7RI^fe^:t,<D«B'J^■r« 

[000 1] 

7> ^ ^ (Dffiwi^^ a*) f Big* nfc X -< 7. ^ tcsa* #ifc 

[0 0 0 2] 



□ e--:rPx^h#^/j«M«*nrco Lib^L«:*'«6C 

h u -L.(D^m^mm l. z: nttWis^iMtt© u □ - 

^lcj:y. tr-v HCfflr53tf-(bit-for-bit copy)* 
[0 0 0 3] Horstiiiann(U.S. 6. 044, 469) tt. ^''Px^ 

[0 0 0 4] Asai et aKU.S.Re. 35.839)tt. x-** 

tn±itsu'<incfc»t«x-^««ar53t?, ^©x'f 

[0 0 0 51 DeMont(U.S. 5, 982, 889) »v 1ffffi8£!>(inf 

ormation product) tc5<fTS:i— +f • 7'-J'4zX6''SiET 

[0 0 0 6] Hasebe, et aKU.S. 5. 555, 304) ti. 3.- 

+f'^ssf=iiffiffl*ti5=i>'tf3.-'S»icgaa-r5->xx 

l635:«feEt!:ttW*tifcx— 5»©f'Jffll::t>B8au 
a*^Rri|3B: 'J - "7 ( I eaves) *i«JB^#*l.5^-<0#26ti» 

[0007] Fite et allCiS-iK^lfff (U.S. 5,400, 
319. 5,513,169, 5,541,904, 5,805,549, i3j:l>S,930, 
215)t±. Jg^plt6^=i- K^-^fiKrs.t-ptcx-r^'?© 



(3) 
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[0 0 0 8] KanamaruCU.S. 5, 940, 505) l±v iiOi^oiC 
LTCD-ROVlA^zit:- • zrn7-<P 

L6^L3S::!?6. Kananaru (OmmoMTOmm 

[0 0 0 9] 0' Connor et a\AZ^^Hkm^Wfs^S.74S. 

sesmt. !|#:sa>zi>bfa.— • ->x7^A^^J:■^T[H]^t 

i-ti-sc D- R OMf'-'JJ^«^-r5:&;3£i3<fetf->Xx 

x7'l^l^S'J?^i^ igjR*nfca>ti°a— s« •/x-K'^xt' 

iasu?«jpjfflLTBg^<bsn-5. CD-ROM±OS1I? 
/\- K-^xT'Siisy^-^fUffl-r^v^ h-^x^ • :^P'9"5 

3ytfa— 5f±T'r>7. h-;U*tl«o 
[0 010] Akiyama et al. (CJ:^^S1$fF9l5,805,69 

=itf-3--e-«c<!:*prfiBfcr«y7 h':'x7' • =itr- • 

-ROM) y7 K'5'X7'Sa]SiJ?^*U -5?-y-y h 

iBit«iti*iB«;«ttatsy?**-r cms 2 otDissu 
?«««fft»fcei2i**u 4'*stty7h'?xy'»B°o*=i 

-+f^^)I]>tf3.-^^^C^5l^T. ^©2 0«Dlffi!Sy?-6^6ll 
2<Da«ib^*fiKS-tl5c 2 0©«:&3f)':5C^lc— iiJ-rSJi 

[0 0 1 1] Ch.andra et al. lCcfc^*IS!t#i^m4,644,49 

s^r^o K5i!S*ic$$n*s«]©y7h'?x7t±. «t 

«fe«)lczitf-::F5ISl7-S65c Ctiti, a>ea-<S«©- 
[0 0 12] Indeck et al. (Cct^^B^tlf^S, 740,244 

#14, a«««:±©y7h';'xy'»aij««iaic3>bfi 



[0 0 13] c:n6o#>£tcg§3LT^<©r.gs*^?5ffi 
rSo lolctt, c:*i6<D*<3e« ry\.y^j (hacks) i: 

-St£Dt*-5o •5-£D#a(iei*t4(nl!II-r^PcgiI^**dJ 

:fi|fil6(configuration)^^S-r*<!:v ^-^zyj^— > 
[0 0 14] 

[^B^6''»¥i?iLJ:3i:-r5iSa] fifoT. *^BJ14. ;ti 
[0015] 

a) Jt^xVx^oSjt+lcit^xVx^tciBirtifci^ 

nbmmt^ntc i d ; 

b) ia3l^lciafB3^^7^'r:^^'lt«*jiStifc@*©l 
D : i5J:t^ 

c) SSfB^^^-rX-^iK^^iiSnfcBg^bSnfcr 

[0 0 16] *»B^(i, — flSO/\-v*lcJ;^S^^K± 

[0 0 17] !t«!lSW»!!lfl5+- (i^46Jgfi£*nf= I D) 

m^xsmMmfma^^- (mmo \ d) a>mm^fmr 

y hlcM"r«ffili(bit-for-bit dupl ication) A^iajB* 



(4) 
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tt, P y (lock) *tl/j:*?7Rri6«:7 y"f il/*JB«-r 
5. 
[00 18] 

^a6iaSSf*l/j:^;^^'«« (mastered pre-record 

ed area) (ROM^SE) fcJctfiBSRltl^fil^ (RAM 

5ARIil*CD-ROMx-f•7.-^'^±^ •77.-S?'(kS-nfcS 
1 ■b-yi'a V(s.!Ssion) 1 4^^L ; f 

*^>-LT. x-f X.-i' 1 0<D#<©□t:°-^cEP*^^ft■fc4& 

-fkr^SiBti, *P<!:^tjiLTai5g*tl. 2000^9 
^ 1 5 Bf\fttT;il8i3"+l, Ha et aUcJ;* "System fo 
r Making aPhotoresist Master of a Hybrid Optical R 

ecording Disc" i:ar^*ll!ttfftiJfii#^09/662, 561 

[0019] :^n^^ARlli<S:CD-ROM*^*J»* 
roove raodulatiDn)*fiMf So x-rX'i^l Ot±, 

-rX'i' 1 otcx— ? • f^A'^ju^aetu =T—5Kr>m.^ 

^ (track ing)*ta«i-r So 3ltt^-<J[)38fcSil6:?&lRl© 

S1!)**L> ■?-nf*jllc}gf!)Lfc«(wobbled groove)^ 
fclijiibM&SI (wobble groove) i: LTfcSS^nSo 

:/P -J^'^ ii. RlltS: C D - R O Mit^lHSx -r X <D K 5 

2'f±)^1(0range Book Part II specif Icat ion) (CSfoT 

X-J'ai*®*- (key)1^feJ:tfl3«1^tt*«3E-r*o 

[0 0 2 0] • <f)\^-znci5ii 

^t^i^fSWlP'- Absolute Time In Pre-groove) (t L 



TMSnSffl^^fUfflLT^mS-tlSo AT I P«. ^ 

TIP{i-^l±2 2. 0 5 k H ztOFMfi-^TSUx 3 1 
5 0 tf-> h/«><7)U- hTx-^^JS)i|-rS= il<0x- 

2 0®4bi-y h2ji{b1 Oiiilif (BCD) J;Ufi£ 

So xVx-i' 1 ocDx— ^'^lsE^c^5L^T^ c:ti^<DfilcD 

ffibf-yh (MSB) liKSlc-tfPT'SS. *LT. 

«v h-ODS-Pti^ ±fl:<!:LT. 0 0 0©2 Ji-li^r^-rSo 
S7U-/x©»Sfe©l 4e'y Hix jffilH!Ji:S««(CRC: 
cyclic redundancy check)iSU«a<!: LT^{ft*nS„ 

[00 2 1] ilS4 6nfim5:L->L5 Omm©F^®X'rX 
-J^l 0<Dli«i:LT^«*tiSx-<X^»X««(lead- 
in area) ICfcL^Tv MS B(DfiH±0 0 OA^SSfbfSo 

1 0 0i:L^3<it±s ^-ro^U-L-ftv fS:^ttIEffiia(Pow 
er Calibration Area). :^P^5A • >^ 'J^JS^fcli 
«A«a(Lead-ln Area)lcBi-rS^PaP- K^^trCi: 
^SiftL. Ctl6i^Tti3^P^^L> (IBSRltlfe) ^a 
<DBUlCiai^8tlSo fte©MSBfill±. AT I P7U-i* 
3tm»ia:*iJ8P=l- K^^fc-C t««^-rSfci6lCffiffl* 

maiMmm.^tz.{,ty'-(7.'>^ oicmrs^m^^dea 

d-Out Area) CDIiiSfe'(iEB=&Ji5^-rSfc46lCffirai*-tl«o 
[0 0 2 21 yp^5ARllESCD-ROMi^^x-|-7. 
■5?0[)ROMfS«^CJ6l^T. »*v T^-^»*7'KUXrS 
x-fX-j7i 0fcJ:i;x— JJ^yP'^'^A-rSx-rX'^lc 
jRtfS LT < if A,f£JB«T' (depress i on) MlciEIH* tlSo 

ht*. r^xP- • y"J<7S (Yel low Book)«»<!: 

LTJnsnTL^So 

[0 0 2 3] x-rX^ 1 0(7)SI1 -fe-yi/av 1 4 (RO 
M««) tt. ^»fK«3-nfc«g'J*^Sf!:tt I D 2 2* 

S.:7p ARltgS: C D - R O M x-r X-J' ICjfEP^tlfc 
fcT^-f v^^iUS«T'fiSo ^im^tEntz I D 2 2tt. 
AT I Pffi^rttc^fctix-rx^ • ^p-J^^iAPimc 
D-ROM • X— SJlI^F«glCl6ttSCi:6^Rlt6T-*So 

*fjfflLT. »A««ttfettsAT I p^^\^mf<s^n 

So ^J^l«\ x-rX"? • T'T^U'Jr-v'a^ • =1- Fx 9 



(5) 
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3f&fc-y-Ts ^46J^fiE**lfc I D 2 2Zl- KSHaJ-TS 

[0 0 2 4] x-fX^'l 0«SB2-fe«y5/3>1 6*$ 

CD-WO*/cliCD-RW5-r^<DJ:-5%S5BSa 

(written session)5:'^ljiI it Rltl7"£5o x-f T.'i' 

1 o{±. iL-+f0mBfiiRit6%^isE2o%'ba$-r«o 

xecutab I e) / -{r- 3 0 U . I D 2 4 1 OXti 
^tlJJ(±fl!)IBBai<J!)Jft*Hj^'4' - 7 KUXtc£ltSSB2-fe 

[0 0 2 5] E2*#Bg-r-5lC. 
511135: -5^5 A^Bf^brS^aS© 1 OtPgR^tlTt'' 
So ll^7RrtlS/N°-y'ir-v>lix-<7>^' 1 Olc»*jiSn 

5/^.3 0*$*. ctittxVT.'? 1 0^i:^il,^T^«[)^Dll 

?TBrg6*-rp^^A4oii^*«!«#r*. /^-y^- 

v>3 Oli, tf^-^Cwrapping) V7 hr>x 

yfig*^ffjjii-b'?->3>3 6t???£r5o WLT^jgai 

.fcaicWfie**!*^ ^JT5!ll=l-Kl±> ^-CD^P-i^^Atc 

3«fr«u/^'-;^ • :Ly'j-TU>'f^—mmmzr^tc 

pr«6«LCD-ROMtC|Siilfl**l^cx— (Ittc. ^46f15 

fiEsnfc I D 22t5^vtmmai 1024) ^jij^r^rc 

So 

[0 0 2 6] E3^#Bg-r«lCv :i-+f~£^>lltTRlt6&3'' 
*l«Bt^k-r«fc4&(cyP'9'^i*qIi63S:C D- R OMO 

:/P^7i»RriS6«:CD-ROM±tnXf4J8mMS:/\ 

lEt\.tz (mastere d) Bg^<k:/P -5^^ A Rltl^ CD-ROM 

5 0{^:fc^,^T. W^\.^mt^^-^W-s.i?7-(\\^^^ 
XT' • 7':^'j'!r— >3 v^ffiflif i^srciiyp-y^^A 



pitgS CD-R O M^fijffif «#S<»: LT^i66tl-5P 
Sl±. T7.^i*nrc:rP'5»~5ARltl&CD-ROMx'f 
X-?SCD-ROM5'r^HtS<o 

[0 0 2 7] iiis:ii^Bg^{b*ns'^#7 7'-r;i/^«^-r 
V7 hr>x7'6^s*5isn?.'^$:rp'?'^/:.prig^cD 

-ROMT^VX-J^tCga-rSf^^JefiK^+lfcl D2 2fcJ: 

tfH*<o I D 2 4ic«(5-r«ifa*x:^3-r«= fftonis 

<D*im6^&:/P<^5ARlSfe&C D- R OM3b^6SK*ai* 
D2 2£J:t/ll^tD I D 2 4^IX^#rs<t:. XT^-yye 

S» Bi-^'(b'^P-9-7A6 3l±. Xx•y3^6 4^Cfc^,^T•t■ 

'Jx-f • u^^i/ • 7"-:''yu^Bg^<b-rSc X7'-v:^6 4 
-y/tCwrapper) yu^z^ U\;c=r—^ -yy^ll^tLT 

- fctt SJt^tC <fc o Ti^FgS-tlS cfc -5 * 7=^-1' X ^7 
1 0 A^60!)^46fl5fi£*n/i: I D 2 2i5<fcO-aSa) I D 2 

4*ig*3ifc©i^<0®ft+*-:?'7b-5^>t. ya<f3Kt^ 

y7 h'i^xT' • 7'yu^-v'3>«)Bi^{b»^i5J;tf* 

t6-l2-yv'3> (1 6Sfc«1 8) Ic33L^T::/P'9'5ApI 
tES C D - R O M f'-f ;^-5' ic»$5i$n5„ 

[0 0 2 8] smf^m^is^xfes^immtmmsiWji^ 

STSJaiTSSo CtllcMU Applied Cryptography. 

B. Schneier, John Wi ley and Sons, Inc., New York, 1 

Bi^<bffl!iB 
sB^# SI* 

p B^^Hk*tlS'<*:/p^^'5ix 
E Bi^^^biifia 
B ^tbmm^^tz 1 D 
u mm<o I D 

I mi^LTz I D = BU 

X Bg^<b7rnfc7p-9'5i*=E (p, I) 
ft^fUffiprnT'SUv ^ntt: e (p, n ©tn^^^«3l^T 

ynomiai time)TH-SRltfeT»*Ci: ; £-1 (X, I) 
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oTII?TPlteiC:il«]Ta65C:i: ; es^tSSBE (tS^Zf 

[^7PH2X«^iiL:TS»T'ai'>7P'9~5AP' (P' =E 
-■•{£(?. I). l})5rJBJ5ELTLS 3M^t^*l^?^^^c/J^S•t^ 

[0 0 2 9] Bi^'fk£D7.x->:rtiJ.XT<^<t:fcyTS'5 : 

1 . ^a6JB^a-;h.rc I D Bfc<fer>'iiw®iD u^si 

2. 20© I D:b^aj|e*n (I =BU) . Bg4?^bXflg^ 

3. Bt^<kZyl/:JUX/»ET?ai£*nrcl DflSfigffij 

tl^ Bg<*'fb*ti;'j:::/"n^-5AX = E (p, i) *ttwr 
% : 

2. 200)1 D;b^Jil|S*n (I = BU) . Bi^{b/Bi^ 

ffljti. ^«]o?'p^5AP=E-i (X. I) ^ttn-r 

£b®»-§-09/662, 561tft*S„ :?'a-Jf-5ARlSg3S:C D - 
R O M {*» 1 -t -/ 3 > 1 4 ^-tlltllDitTfft 
©^X-Sf • -t'y->3>*$trc:i:tPlt6T'*«.o ^X^ 
• x-f X^lC^ien^tOli. ^AfeffMirn/i: I D 2 2 

^'^iWffiLT, *|216W3a:X^>':/(stamp)#^lJ:J:y7 

□■?'^i*Hrtg^(:D-ROM7^-rx-5'^S!ji-r^= 
b$jSti±. ^■Sftoiii— o:/p^'^ApI#I&cd-rom 
7^-rX-?««#Sii-«o 

[0 0 3 0] =ioy^=f^7.<? 1 oti§a©iffisij?^?ijffi 
2 43Ei«mfi8**i?9, aw© I D2 4ti. x-rX-J'l 0© 

ns ■5■©7';^d■'JXi>,^i^ *S6S«^(valid nuiiiber)li 

<i:5lc1^^S^§-(3ctual number) ^^^DjtgT-S 5c Jl 
©H^. W3£bS«^lis ■?-coJ:a^c^^Z;l/zruXA^ 

m^zLtizj:-Di:<D3*j^^-mm-^-^i. ^tc zLcom-^ 



-. Zf3^^- h • +-Bg^{bi3J:lj=ai&©?S6**iJffl 

©jtlCOU^Tli^ 'g!l?L«0' Connor et al.. U.S. 5.74 
7«v I D2 4A^!ttS©7':^'J'>— v'HVfCima 

X^ 1 0±rffifflS-n*o fflW® I D 2 4ti. »#a3^ 

JS^^-t-^v-a ^tS^ I S09 6 6 0miLpJ^yT^}\/ 

6) . CO-b-yi/aVflDBJfflrolfeS*-^^-? • T'KUXlc 
T^iE-in (Xy'yyaa) . X7"'y79 0^^^5l^Tal 

2■^zy->3>^ 6tLTx-fX-5'i 0 icDDas-n-Tic* 

K©-fe -> a ><!: LT»*3iS 3 <h t rI«6TS«c 

iI©B$*^c^5l,^Tv «x-fx^i o«. $ss:&©aigij 

[003 1] PStiBg^fbtcfiSATx^X-? 1 o^mW: 
CClSBti^ Xx-;/:^7 4i:LTll/TTfns E3 

slfT*ti««»©x^'y::/'j:ym«o i d 2 4 

(is m2-b->i/3>i 6lcfcni-:seiJn©«63«f-tr-5'^ • T 
FUX6^6ia3^1X6n* (Xx-V7^9 2) o Bt^<btt. 
X5^-y:r7 6i:LTH5R*tl. H3TfNffllcK^LfcS^ 
3S©Xx';/:rj:yfiESo Bg^<btff^7-r«<hs x^-X-^ 

1 0 ±®l| 3 -b -> 3 > 1 8 7 :/S-n/c5lt7 Rltfeft 
t.<D««»#ji**l« (X7^<y:/9 4) c 
[0 0 3 2] ms^^f^T^iz. *SIB^<0m2|ISg^JO 
:?'P-y5'IS16';5^*n. H*© I D 2 4fcJ:t>'Bi#'fb*n 
r^:||^TPItlSt© 4 0 Af^lH UHZ -> 3 j^^ +lT 

t^«. cntis EI4T*BWILfct<Di:l?IL:Xx-y:r*t> 

ilSCD-ROMx-rX-J'li. -^X-Si • PV/X'-J' h • X 
-r X-^tClS LTSIHlO^X'SffttB^f Jffl LTTX^iStl 

5 (x5^-y::^8o) „ iiojfijcHU eiR«'±ai©«ii 
yp-9'5Aprt6scD-ROM;imn2'y->3>i 4« 

S6T-iB5o 7='-rX-5'l Olc^snTt^«tOD{i^«iJKj$ 
Snfc I D 2 2T'»S<. ■^■©^XT' yyS 2lCfcLNT, 

^x-? • 9>(7.<7^mmL.T. mwmrs.7.9yy^mz 

J; y ^p ^5 pitg^ c D - R o M ^< X '5' ^iiitr 

C:©B$;^.T-t±. ^3$©|5l— ©:?P'J^5/*RlffiS:CD 
- R O M X -r X ^ !b^???£r «o 
[0 0 3 31 Ba:^*llg^t^b^CflijlTx^'X^' 1 0:&ffl« 

■rSo ZLCOWtrnt. Xx'y:r7 4<t:LTEI/T^?tls 03 
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I D2 4ti. »^ji*^xS*'-b-y->a><t:S5 I SO 9 6 

<DI D2 4%fiJ;lLT0IES-*lS U5^->:?"8 8) » 7. 
X «y :r 7 4 T'S8*aA//c^«>JK«*nfc I D 2 2 

7.<7^ 0 ±<Dm 3 -t -> a > 1 8 15 :/**lfcll?TPl 
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